
S E R V I C E  O V E R V I E W

HIPAA Security Risk Assessment

The federal requirement most practices fail, resolved.

Every covered entity is required to conduct an accurate and thorough assessment of the risks to electronic protected health
information. This is not optional and it is not a one time task. It is the single most cited failure in federal enforcement, and a
current assessment is what a regulator asks for first.

HIPAA Security Rule, 45 CFR 164.308(a)(1)(ii)(A): a covered entity must conduct an accurate and thorough assessment 
of the potential risks and vulnerabilities to the confidentiality, integrity, and availability of electronic protected health 
information.

WHAT THE ASSESSMENT DELIVERS

Phase What It Covers

Governance Review of policies, procedures, workforce training, and Business Associate 
Agreements against the Security Rule.

Technical Access controls, encryption, audit logging, backups, and endpoint posture across in 
scope systems.

Physical On site evaluation of every location where protected health information is stored, 
accessed, or handled.

Reporting A prioritized findings report mapped to specific Security Rule citations, with a clear 
remediation path.

THE BARKRUM DIFFERENCE

▪  Every location assessed on site. We do not sample and extrapolate. Each office receives its own walkthrough and its own 
conformance validation.

▪  Findings tied to exact citations. Every gap references the specific regulatory provision behind it, so your documentation 
stands up to scrutiny.

▪  Led by a Certified Information Systems Auditor. The assessment is performed by a practitioner holding the CISA 
credential from ISACA, the Information Systems Audit and Control Association, providing the independent audit 
authority a self assessment cannot supply.

▪  Fixed scope and fixed fee. You receive a defined deliverable on a defined timeline, not an open ended engagement.

▪  Florida based and practitioner led. The person who scopes your assessment is the person who performs it.

WHY IT MATTERS NOW

Federal enforcement has expanded, and settlements for missing or outdated risk analyses reach into seven figures. A 
current, defensible assessment is the least expensive line item in that equation.

Request a Scoped Proposal
A fixed scope and fixed fee for your organization, delivered after a brief pre assessment review.

www.Barkrum.com


